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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Information Technology)
NOTIFICATION .

New Delhi, the 11th April, 2011

G.5.R. 313(E).— |n exercise of the powers conferred by clause (ob) of sub-

section (2) of secticn 87 read with section 43A of the Information Technology Act,
2C00C (21 of 2000), the Central Government hereby makes the following rules,
namel'y.- -

* Short 1tl: and commencement.— (1) These rules may be called the Information
Tevhinology {Reasonable security practices and procedures and sensitive personai
data ur intformation) Rules, 2011.

{(?) They shall come into force on the date of their publication in the Official
Gazette

2. Definitions. — {1) In these rules, unless the context otherwise requires,--

(a)

"Ac!” means the Information Technology Act, 2000 (21 of 2000),

b} "Biometrics” means the technoiogies that measure and analyse human body

(c)

characteristics, such as ‘fingerprints’, ‘eye retinas and irises’, ‘voice patterns’,
facial patterns’, ‘hand measurements’ and ‘ONA’ for authentication
purposes;

“Body corporate” means the body corporate as defined in clause (i) of

" explanation to section 43A of the Act;

“Cyber inciden!s” means any real or suspected adverse event in relation to
cvber security that violates an explicitly or implicitly applicable security policy
resulting in  unauthorised access, denial of service or disruption,
unauthorised use of a computer resource for processing or storage of
information or changes to data, information without authorisation;

‘Data” means data as defined in clause (o) of sub-section (1) of section 2 of
the Act; '

“‘Information” means information as defined in clause (v) of sub-section (1) of
section 2 of the Act;

“Intermediary” means an intermediary as defined in clause (w) of sub-section
(1) of section 2 of the Act;
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(h) “Password” means a secret word or phrase or code or passphrase or secret
key, or encryption or decryption keys that one uses to gain admittance or
access to information; _

(iy “Personal information” means any. 'info’rmation that relates to a natural
person, which, either directly or ‘indiréctl'y, in combination with other
information &'-iilable or likely to be available with a body corporate, is
capable of identifying such person.

{2} All other words and expressions used and not defined in these rules but defined
in the Act shall have the meanings respectively assigned to them in the Act.

3. Sensitive personal data or information.— Sensitive personal data or
infformaton of a person means such personal informati«.. which consisis of
information relating to;—
(Y . password; _
(i) financial informatior such as Bank account or credit card or debit card
or other payment instrument details ;
(i) physical, physiological and mental health condition;
(iv)  sexual orientation; -
(V) medical records and history,
(viy  Biometric information; |
(vii) any detail relating to the above clauses as provided to body corporate
for providing service; and
(viiiy any of the information received under above clauses by body corporate
for processing, stored or processed under lawful contract or otherwise:

provided that, any information that is freely available or accessible in public
domain or furnished under the Right to Information Act, 2005 or any other law for the
~ time being in force shall not be regarded as sensitive personal data or information for
the purpnses of these rules.

4. Body corporate to provide policy for privacy and disclosure of
information.— (1) The body corporate or any person who on behaif of body
corperate collects, receives, possess, stores, deals or handle information of provider
of information, shall provide a privacy policy for handling of or dealing in personal
information including sensitive personal data or information and ensure that the
same are avaitable for view by such providers of information who has provided such
information under lawful contract. Such policy shall be published on website of body
corporate or any person on its behalf and shall provide for—

(i) clear and easily accessible statements of its practices and policies;
(i) type of personal or sensitive personal data or information collected under rule
3;
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(i) purpose of collection and usage of such information;

(iv) disclosure of information including sensitive personal data or information as
provided in rule 6;

(v) reasonable security practices and procedures as provided under rule 8.

5. Collection of information.— (1) Body corporate or any person on its behalf shall

~ obtain consent in writing through letter or fax or email from the provider of the
sensitive personal data or information regarding purpose of usage before collection
of such information. |

(2) Body corporate or any person on its behalf shall not collect sensitive
personal data or information unless —
(a) the information is collected for a lawful purpose connected with a function
or activity of the body corporate or any person on its behalf, and
(b) the collection of the sensitive personal data or information is considered
necessary for that purpose.

(3) While collecting information directly from the person concerned, the body
corporate or any person on its behalf shall take such steps as are, in the
circumstances, reasonable to ensure that the person concerned is having the
knowledge of — '

(a) the fact that the information is being collected;
(b) the purpose for which the information is being collected;
(c) the intended recipients of the information; and
(d) the name and address of —
(i) the agency that is collecting the information; and
(i) the agency that wili retain the information.

(4) Body corporate or any person on its behalf holding sensitive personal
data or information shall not retain that information for longer than is required for the
purposes for which the information may fawfully be used or is otherwise required
under any other law for the time being in force..

{5) The information coliected shall be used for the purpose for which it has
been collected.

(6) Body corporate or any person on its behalf shall permit the providers of
information, as and when requested by them, to review the information they had
provided and ensure that any personal information or sensitive personal data or
information found to be inaccurate or deficient shall be corrected or amended as
feasible: :

~ provided that a body corporate shall not be responsible for the authenticity

of the personal information or sensitive personal data or information supplied by
1330 GiM1—2A
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the provider of information to such body corporate or any other person acting on
behalf of such body corporate.

(7) Body corporate or any persen on its behalf shall, prior to the collection of
information including sensitive personal data or information, provide an option to the
provider of the information to not to provide the data or information sought to be
collected. The provider of information shall, at any timc while availing the services or
otherwise, alsc have an option to withdraw its consent given earlier to the body
corporate. Such withdrawal of the consent shall be sent in writing to the body
corporate. In the case cf provider of information not providing or laier cn withdrawing
his consent, the body corporate shall have the option not to provide goods or
services for which the said information was sought.

(8) Body corporate or any person on its behalf shall keep the information
secure as provided in rule 8.

(9) Body corporate shail address any discrepancies and grievances of iheir
provider of the information with respect to processing of information in a time bound
manner. For this purpose, the body corporate shall designate a Grievance Officer
and publish his name and contact details on its website. The Grievance Officer shall
redress the grievances of provider of information expeditiocusly but within one month
from the date of receipt of grievance.

6. Disclosure of information.— (1) Disclosure of sensitive personal data or
information by body corporate to any third party shall require prior permission from
the provider of such information, who has provided such information under lawfui
contract or otherwise, unless such disclosure has been agreed to in the contract
between the body corporate and provider of information, or where the disclosure is
necessary for compliance of a legal obligation:

Provided that the information shall be shared, without obtaining prior consent
from provider of information, with Government agencies mandated under the law to
obtain information including sensitive personal data or information for the purpose of
verification of identity, or for prevention, detection, investigation including cyber
incidents, prosecution, and punishment of offences. The Government agency shall
send a request in writing to the body corporate possessing the sensitive personal
data or information stating clearly the purpose of seeking such information. The
Government agency shall also state that the information so obtained shall not be
published or shared with any other person.

(2} Notwithstanding anything contained in sub-rule (1), any sensitive personal
data or Information shall be disclosed to any third party by an order under the law for
the time being in force.

1330 GI/11—28
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{3) The body corporate or any person on its behalf shall not publish the
sensitive personal data or information.

(4) The third party receiving the sensitive personal data or information from
body corporate or any person on its behalf under sub-rule (1) shall not disclose it
further.

7. Transfer of information.-A body corporate or any person on its behaif may
transfer sensitive personal data or information including any information, to any other
body corporate or a person in India, or iocated in any other country, that ensures the
same level of data protection that is adhered to by the body corporate as provided
for under these Rules. The transfer may be aliowed only if it is necessary for the
performance of the lawful contract between the body corporate or any person on its

behalf and provider of information or where such person has consented to data

transfer.

&. Reasonable Security Practices and Procedures.— (1) A body corporate or a
person on its behalf shall be considered to have complied with reasonable security
practices and procedures, if they have implemented such security practices and
standards and have a comprehensive documented information security programme
and inforration security policies that contain managerial, technical, operational and
physical security control measures that are- commensurate with the information
assets being protected with the nature of business. In the event of an information
security breach, the body corporate or a person on its behalf shall be required to
demonstrate, as and when called upon to do so by the agency mandated under the
law, that they have implemented security control measures as per their documented
information security programme and information security policies.

(2) Tne international Standard IS/ISO/IEC 27001 on “Information Technology —
Security Techniques - Information Security Management System — Requirements” is
one such standard referred to in sub-rule (1).

(3) Any industry association or an enliy formed by such an association, whose
members are self-regulating by following other than 1S/ISO/IEC codes of best
practices for data protection as per sub-rule(1), shall get its codes of best practices
duly approved and notified by the Central Government for effective implementation.

(4) The body corporate or a person on its behalf who have implemented either
IS/ISQ/IEC 27001 standard or the codes of best practices for data protection as
approved and notified under sub-rule (3) shall be deemed to have complied with
reasonable security practices and procedures provided that such standard or the
codes of best practices have been certified or audited on a regular basis by entities
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through independent auditor, duly approved by the Central Government. The audit of
reasonable security practices anc procedures shall be carried cut by an auditor at
least once a year or as and when the body corporate or a person on its behalf
undertake significant upgradation of its process and computer resource.

[F. No. 11(2)/2011-CLF E]
N. RAVI SHANKER, Jt. Secy.
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W ey AR AR, FEys 3R od ar suEear IR FEeer ganEr S
93t A g 9 F g odt e g @ glee, Yefia, e,
39iafd, T, 9REeT, HUsT AT S AT AT fF -

(@) freh 3 cafea @ wey @ § AR fOw ®) 3udiea & S8 Ji0ER a6
g '

(@) FHT T F @AERF, ScSH, ST, AEIERE, wefe, detmt,
efsfaan, JrderaesA®, g aft § TEaar & fAv WwHeE, GuiedE, ar
U, AT T @ WS Y, AT HIHAGAD, YRS AT YT F
wafa ar 38 Sgar & & AT @ e 9 S @ e e dfa A
faffees &

(@) et st g @ gaEnt & v gle B

() el Y, saOR Mg, YARRIRER I 3T Afae HOERT BT T
T

(3) dcana uga fedt RfY o sfasweor & &

@) & WY F A $ Ay F I @ uver & & A sEwer § oW Rl
T T HAN FIA § A T T W GUIETE IT GFHA ATl Tphey

(@) FEr 3w eafn F yfawanT &ar g
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(o) O AIPEAW aAE A Hod FFG &, TR A W\ yafir ¥ @
forel shrcger waua Y FEfEEr B T FE, AT e @ T S
& fav femEa e oo §;

(37) TR FY TR, IS, W@, G A WA, Rl qe ¥ Fwar o wawd
a1 A AR A @Al A FAar § W R 9 AT & eiflE v &
o 3oaar § a1 Rt 30 TP & A9RE aar B

(3) FEdl SR U I F BT AT VI G ST AT THH GRWOf B HTEH
STET AN, IEF WARAT F TUA AL FET AR IuHaT (2) FH awr R asor F aafds
AAT & TG AT 3UICROT Gl Fam:

Wed Tg & Avaadt & Aeafda feg sufaas (2) # guiafiite setm o
AT H BT AT, FRAT AT, FIET TR AT ST HIAT 781 AT Sy -

(@) el Frg qa | Tad: Rl guen & 3l O yeetae a1 Auaat
HSNUT 38 Y Yol & Ieqiely oedoT & &9 & s aRfeg mmeor @
g HFYEY YU H TN & AU Aeg e fAEer & Saes dadied
e &; |

(@) frdr Aeaadt g Rl gEeT, ST O O 696 & TERE @ U gde., ST
I F{ER HUF F LA gRT Wited sufn fr aeafaw st F 5 & g
Hfefes & Ul & ITaR fRET WeRr 37 U & AFEIOT H g

(4) Aeged!, fHudr FFcgey wonelt W gHen sEiRd a1 giee a1 g & arg §, w@w
ol #Pmn wm W oar R wrfea cafe gt e # o soeeiE seaeT @
gEemtT $AW gW qale 3ufe\ (2) A awmEftl gaor anafds Seeslt § i e 9t
36 T F R Fars wEn AR @ oep g Ol gEAT & YA @ @ &gy o
oo @ PfFT e & S RO @ B 3uEEH (2) 1 Sedud FIA § FEE A
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wr ¥ @ Pt sk R, 3o @R, EEar AT w1 e S 9y et
i ALTAdt & FFYEL qE F FYE S A7 IUAET wS F SIOHHT & JAER w5
mm'{ai'a?rééﬁwmgrwaﬁr?rég\amaﬁmwmam

®  roedt wfeRE ¥ 3uedt & @ GoERy wgd ded RiRdt & ash 8 s
&L

7 wegad AftgdEs witegd Wl affeol # oags gen R e e
TnT e & AT e A UW @Al SUeiet Feen o ffret e g st @
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e ar Od WEAAl 99 & oA & WASE & fAT ar @aRon, 9dr e, Heawo,

3P, wEar JET @ geAr AR aeaed gga B A & e et & v g &

for faf@a & Ry o et W gEer a1 O werar B @ioT w1 vl T FY A
I I @, & wied & e sucey sl e

(8)  AvgEd gEew s (gfege g gefoal AR ihar aur waehe dafes
gaam T 2011 F 7w e gfegs qrem gefadl sk gfhaiad &1 aeRor atd Hoe
FFE AT AR 3o iafdy quar F gun & @ giegs ara )

(9) weaadt W wer & sod iR Emw geT f genst ¥ w6t guen &
HRAT HFGER HTaFufd Wegel & & A e

(100 ALAE FGEF FFRCY FHYAT 7 dhaah ITFHia # ey ar gfowrmag a

Fuaie 78T FET A 08 B e # sl 78 sAer e FEYE TS § a3y

Fed 38 e g & woreen @ S 7 3wd g PeaRe R S smefRa @ e
TeEHY yad Tl fafer & axdger &

W I & Ataadt seeer daya 3R 3EA afde g & geen  wwAE
I & AT v anEt, &1 faem e gwar §, IeT # G@FdT §, AT & de@dn
¥ a1 3% PRI T GFhaT B

(1)  segadl FUA dgume W Rama xfwd & a5 3R 396 gus =@k & aw-ay
3G gt B i R 0T 3EE g F15 IuE O e fRa S FaeE 3 & wfawAer
# ey =afts GRT Pregey HETUS F THRW A7 39U F FWOT 3HE g TSy FT IJC
FrEY HEUA ¥ Wl 3T A & FROT GRT gan &, W v @ Aeadt FE
TRt & IaAer & favg Woer Remdr @ At wU aF) Remg sfted Remdal &
faay Read Bee & o @ vF A i 3@afd F ofaw s |

[W1. €. 11(3)/201 | -HeCHs |
. 9 u%, 9y ufga
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NOTIFICATION
New Delhi, the 11th April, 2011

G.S.R. 314(E).— In exercise of the powers conferred by clause (zg) of sub-
section (2) of section 87 read with sub-section (2) of section 79 of the Information
Technology Act, 2000 (21 of 2000), the Central Government hereby makes the
following rules, namely: —

1. Shert title and commencement.— (1) These rules may be calied the Information
Technology (Intermediaries guidelines) Rules, 2011.

(2) They shall come into force on the date of their publication in the Official
Gazette.

2. Definitions.— (1) In these rules, unless the context otherwise requires,—

(a) "Act” means the Information Technology Act, 2000 (21 of 2000);

(b) “Communication link” means a connection between a hypertext or graphical
element (button, drawing, image) and one or more such items in the same or
different electronic document wherein upon clicking on a hyperlinked item,
the user is automatically transferred to the other end of the hyperlink which
could be another document or another website or graphical element.

{c) "Computer resource” means computer resource as defined in clause (k) of
sub-section (1) of section 2 of the Act;

(d) “Cyber security incident” means any real or suspected adverse event in
relation to cyber security that violates an explicitly or implicitly applicable
security policy resulting in unauthorised access, denial of service or
disruption, unauthorised use of a computer resource for processing or
storage of information or changes to data, information without authorisation;

(e) “Data” means data as defined in clause {0) of sub-section (1) of section 2 of
the Act;
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(f} "Electronic Signature” means electronic signature as defined in clause {1z i
sub-section (1) of section 2 of the Act;

(@) ‘“Indian Computer Emergency Response Team” means the Indian Computer
Emergency Response Team appointed under sub section (1) of section
70(B) of the Act; ‘

(h) “Information” means information as defined in clause (v) of sub-section (1) of
section 2 of the Act;

(i) “Intermediary” means an intérmediary as defined in clause (w) of sub-section
(1) of section 2 of the Act;

(i) “User” means any person who access or avail any computer resource of
intermediary for the purpose of hosting, publishing, sharing, transacting,
displaying or uploading information or views and includes other persons
jointly participating in using the computer resource of an intermediary.

{2) All other words and expressions used and not defined in these rules but defined
in the Act shall have the meanings respectively assigned to them in ihe Act.

3. Due diligence to be observed by intermediary.— The intermediary shall
observe following due diiigence while discharging his duties, namely : —
(1) The intermediary shall publish the rules and regulations, privacy policy
and user agreement for access or usage of the intermediary's computer
resource by any person.

(2) Such rules and regulations, terms and conditions or user agreement shall
inform the users of computer resource not to host, display, upload, modify,
publish, transmit, update or share any information that —

(a) belongs to another person and to which the user does not have any
right to:

(b} is grossly harmful, harassing, blasphemous; defamatory, obscene,
pornographic, paedophilic, libellous, invasive of another's privacy,
hateful, or racic’ly, ethnically objectionable, disparaging, relating or
encouraging money laundering or gambling, or otherwise unlawful in
any manner whatever, :

(c) harm minors in any way;

(d} infringes any patent, trademark, copyright or other proprietary rig'hts;

(e) violates any law for the time being in force;

{f) deceives or misleads the addressee about the origin of such messages
or communicates any information which is grossly offensive or
menacing in nature; '

(g) impersonate another person;

1330 GV11—=3A
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(h} contains software viruses or any other computer code, files or
programs designed io inferrupt, destroy or limit the functionality of any
computer resource;

(1} threatens the unity, integrity, defence, security or sovereignty of India,
friendly relations with foreign states, or or public order or causes
tncitement tc the commission of any cognisabie offence or prevents
investigation of any offerice or is insulting any other nation.

(3} The intermediary shali not knowingly host or publish any information or shall
not initiate the transmission, select the receiver of transmission, and select or
modify the information contained in the transmission as specified in sub-rule
2y
nravided that the following actions by an intermediary shall not amount
tc hosting. publishing, editing or storing of any such information as specified in
sub-ri 2 (2) —
{a} wemporary or transient or intermediate storage of infoermation
automatically within the computer resource as an intrinsic feature of such
compuler resource, involving no exercise of any human editorial control,
for cnward transmission or communication to another computer resource;
{b) removal of access to any information, data or communication link by
an inteimediary after such information, data or communication link comes
v the actual knowledge of a person authorised by the intermediary
pursuant to any order or direction as per the provisions of the Act;

(4 The irtermediary, on whose compuler system the information is stored or
hosied or published, upon obtaining knowledge by itself or been brought fo
actual knowledge by an affected person in writing or through email signed with
electronic signature about any such information as mentioned in sub-rule (2)
above, shall act within thirty six hours and where applicable, work with user or
owner of such information to disable such information that is in contravention
of sub-ruta (2). Further the intermiediary shall preserve such information and
aseociated records for at least ninety days for investigation purposes.

(5) The Intermediary shall inform its users that in case of non-compliance with
rules and regulations, user agreement and privacy policy for access or usage
of wermediary computer resource, the Intermediary has the right to
imias diately terminate the access or usage rights of the users to the computer
suurce of iIntermediary and remove non-comipliant information..

} Tre intermediary shall strictly follow the provisions of the Act or any other
laws for the time being in force.

(7) When reocuived by lawful order, the intermediary shali provide information or

any such assistance to Government Agencies who are lawfully authorised for
1330 GI¥11—3B
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investigative, protective, cyber security activity. The information or any such
assistance shall be provided for the purpose "of verification of identity, or for
prewantion, detection, investigation, prosecution, cyber security incidents and
punishment of offences under anv law for the time'being in force, on & request
in writing stating clearly the puipose of seeki:: =uch information or any such
assistance.
(8) The intermediary shali take all reasonable v.zasures to secure its computer
resource and information contained therein following the reasonable security
practices and procedures as prescribed in the Information Technolegy
(Reasonabie security piaciices and procedures and sensitive personal
information) Rules, 2011, _
(8) The intermediary shail report cvber security incidents and also share cyber
security incidents refated information with the Indian Computer Emergency
Response Team.
(10) The intermediary shali not knowingly deploy or instail or modify .he
technical configuration of computer resource or become party to any such act
which may change or has the potential to change the normal course of
operation of the computer resource than what it is supposed to perform thereby
circumventing any law for the time being in force:

pro'vided that the intermediary may develop, produce, distribute or
empioy technoiogical means for the sole purpose of performing the acts of
securing the computer rescurce and information contained therein.
{(11) The intermediary shall publish on its website the name of the Grievance
Officer and his contact detsils as well a3 mechanism by which users or any
victim who suffers as a result of access or usage of cornputer resource by any
person in violation of rule 3 can niotify their complaints against such access or
usage of computer resource of the intermediary or other matters pertaining to
the computer resources made avaiiable by it. The Grievance Officer shall
redress the complaints within one month from the “=te of receipt of compiaint.

“[F. No. 11(3)/2011-CLFE]
N. RAVI SHANKER, Jt. Secy,
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NOTIFICATION
New Delhi, the 11th April, 2011

G.S.R. 315(E).— In exercise of the powers conferred by clause (zg) of sub-
section (2) of section 87 read with sub-section (2) of section 79 of the Information

Technology Act, 2000 (21 of 2000), the Central Government hereby makes the
following rules, namely;—

1. Short title and commencement.— (1) These rules may be called the Information
Technology (Guidelines for Cyber Cafe) Rules, 2011.

(2) They shall come into force on the date of their publication in the Official
Gazette.

2. Definitions.— (1) In these rules, unless the context otherwise requires,--

(a) “Act” means the Information Technoloqgy Act, 2000 (21 of 2000);

{(b) “Ap'propriate Government” means the Central Government or the State
Government or an Union Territory Administration;

(c) “Cyber Cafe” means cyber café as defined in.clause (na) of sub-section (1)
of section 2 of the Act;

(d) “computer resource” means a computer resource as defined in clause (k) of
sub-section (1) of section 2 of the Act;

(e) “Data” means data as defined in clause (o) of sub-section (1) of section 2 of
the Act;

() “Information” means information as defined in clause (v) of sub-section (1) of
section 2 of the Act;

(g) “Intermediary” means an intermediary as defined in clause (w) of sub-section
(1) of section 2 of the Act; ‘

(h) “Registration Agency” means an agency designated by the Appropriate
Government to register cyber café for their operation,;

(i) “Log Register’ — means a register maintained by the Cyber Cafe for access
and use of computer resource;

1330 GIM11—4A
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() “User” means a person who avails or access the computer resource and
includes other persons jointly participating in availing or accessing the
computer resource in a cyber café.

(2) Al other words and expressions used and not defined in these rules but defined
in the Act shall have the meanings respectively assigned to them in the Act.

3. Agency for registration of cyber café.— (1} All cyber cafes shall be registered
with a unique registration number with an agency called as registration agency as
notified by the Appropriate Government in this regard. The broad terms of
registration shall include:
(i name of establishment;
(i) address with contact details including email address;
(i)  whether individua! or partnership or sole properitership or society or
company;
(iv)  date of incorporation;
(V) name of owner/partnet/properiter/director;
(vi)  whether registered or not (if yes, copy of registration with Registrar
of Firms or Registrar of Companies or Societies); and
(vii)  type of service to be provided from cyber café

Registration of cyber café may be followed up with a physical visit by an
officer from the registration agency.

(2) The details of registration of cyber café shall be published on the website
of the registration agency.

(3) The Appropriate Government shall meke an endeavour to set up on-line
registration facility to enable cyber café to register on-line.

(4) The detailed process of registration to be mandatorily followed by each
Registration Agency notified by the Appropriate Government shall be separately
notified under these rules by the central Government.

4. identification of User.— (1) The Cyber Café shall not allow any user to use its
computer resource without the identity of the user being established.. The intending
user may establish his identify by producing a document which shall identify the
users to the satisfaction of the Cyber Café. Such document may include any of the
following :—

(i) |dentity card issued by any School or College; or
1330 GI1M11—4B
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(i} Photo Credit Card or debit card issued by a Bank or Post Office; or

(i) Passport; or

(iv) Voter Identity Card; or

(v} Permanent Account Number (PAN) card issued by Income-Tax Authority,

or ‘ _

(vi) Photo Icentity Card issued by the employer or any Government Agency,
or

(vi) Driving License issued by the Appropriate Government; or

(vii) Unique ldentification (UID) Number issued by the Unique Identification

Authority of india (UIDAI).

(2) The Cyber Café shall keep a record of the user identification document by
either storing a photocopy or a scanned copy of the document duly authenticated by
the user and authorised representative of cyber cafe. Such record shall be securely
maintained for a period of at least one year.

(3) in addition to the identity established by an user under sub-rule (1), he may
be photographed by the Cyber Café using a web camera installed on one of the
computers in the Cyber Café for establishing the identity of the user. Such web
camera photographs, duly authenticated by the user and authorised representative
of cyber café, shall be part of the log register which may be maintained in physical or
electronic form.

(4) A minor without photo |dentity card shall be accompanied by an adult with
any of the documents as required under sub-rule {1).

(5) A person accompanying a user shall be allowed {o enter cyber café after he
has established his identity by producing a document listed in sub-rule(1)-and record
of same shall be kept in accordance with sub-rule (2).

(6)  The Cyber café shall immediately report to the concerned police, if they
have reasonable doubt or suspicion regarding any user.

5. Log Register.— (1) After the identity of the user and any person accompanied
with him has been established as per sub-rule (1) of rule 4, the Cyber Café shall
record and maintain the required information of each user as well as
accompanying person, if any, in the log register for a minimum period of one
year. '

(2) The Cyber Café may maintain an online version of the log register. Such
online version of log register shall he authenticated by using digital or electronic
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signature. The log register shall contain at least the following details of the user,
namely | —

(i) Name

(ii) Address

(i) Gender

(iv) Centact Number

(v) Type and detail of identificaticn oo e

(viiy Date

(vii) Computer terminal identificaticn

{viit} Login Time

{ix) Log out Time

{3) Cyber Café shall prepare a monthly repoit of w8 0y sa6, & showing date-
wise details on the usage of the computer resource sng st = 2wt and soft copy
of the same to the person or agency as directed by the registraticr . @ney by the 5%
day of next month.

o,

(4) The cyber café owner shall be responsible for stersg 3w maintaining
backups of foilowing log records for each access or iogin by any usar of s computer
resource for at | 1st one year;—

() History of websites accessed using computer resnurce at Lyber café,
(ity Logs of proxy server installed at cyber cafe.

Cyber Café may refer to "Guidelines for auditing and iogging ~ Ci1SG-2008-01"
prepared and updated from time to time by Indian Computer Emergency Response
Team (CERT-In) for any assistance related to logs. This document is available at
www.cert-in.org.in

{5) Cyber café shall ensure thai log register is not altered and maintained in a
secure manner for a period of at least one year.

6. Management of Physical Layout and computer resource.— (1) Partitions of
Cubicles built or installed if any, inside the Cyber Café, shall not exceed four and half
feet in height from the floor level.

{2) The screen of all computers installed other than in Partitions or Cubicles,
shall face ‘outward’, i.e. they shall face the common open space of the Cyber Café.

(3) Any Cyber Café having cubicles or partitions shall not allow minors to use any
computer resource in cubicles or partitions except when they are accompanied by
their guardians or parents.
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(4) All time clocks of the computer systems and servers installed in the Cyber
Café shall be synchronised with the Indian Standard Time.

(5) All the computers in the cyber cafe may be equipped with the commercially
available safety or filtering software so as to the avoid. as far as pessible, access to
the websites relating to pornography including child porniography or obscene
information..

(8) Cyber Café shall take sufficient precautions to ensure that their computer
resource are not utilised for any illegal activity.

(7) Cyber Café shall display a board, clearly visible to the users, prohibiting them
from viewing pornographic sites as well as copying or downloading information which
is prohibited under the law. | '

(8) Cyber Café shall incorporate reasonable preventive measures to disallow the
user from tampering with the computer system settings.

(9) Cyber café shall maintain the user identity information and the lcg register in &
secure manner. '

(10) Cyt;er cafe shall also maintain a record of its stafi for a period of one year
(11) Cyber caté shall not misuse or alter the information in the log register.

7. Inspection of Cyber Café : (1) An officer autnorised by the registration agency, is
authorised to check or inspect cyber café and the computer resource o1 network
established therein at any time for the compliance of these rules. The cyber café
owner shall provide every related documeni, registers and any necessary
information to the inspecting officer on demand.

[F. No. 11(3);2011-CLFE)
N. RAVI SHANKER, .t. Secy.
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TR HTEE, IR qrEd

NOTIFICATION
New Delhi, the 11th April, 2011

G.S.R. 316(E).—In exercise of the powers conferred by clause (ca) of sub-section (2)
of section 87, read with sub-section (2) of section 6A of the Information Technology
Act, 2000 (21 of 2000), the Central Government hereby makes the following rules,
namely:-

1. Short title and commencement.- (1) These rules may be called the Information
Téchnology (Electronic Service Delivery) Rules, 2011,
(2) They shall come into force on the date of their publication in the Official

Larette.

2. Definitions.- In these rules, unless the context otherwise requires, -
(a) "Act' means the Information Technology Act, 2000 (21 of 2000);

1330 GI/11—5B
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(b) “appropriate Government” means the Central Government or the State
Government or an Union Territory Administration; !

(c) "authorised agent' means an agent of the appropriate Government or
service provider and inciudes an operator of an electronically enabled kiosk
who is permitted under these rules to deliver public services to the users
with the help of a computer resource or.any communication device, by
following the procedure specified in the rules;

(d) "certificate” means a ceriificate required to be issued by a statutory
authority empowered under any Act, rule, regulation or Order of the
appropriate Government to issue a certificate to confirm the status, right or
responsibility of a person, either natural or artificial, and includes a
certificate in electronic form printed and delivered in such form as may be
specified by the appropriate authority:

(e) “Certifying Authority” means certifying authority as defined in clause (g)
of sub-section (1) of section 2 of the Act:

() "communication device" means the communication device as defined in
clause (ha) of sub-section (1) of section 2 of the Act;

(g) “computer resource” means the computer resource as defined in clause
(k) of sub-section (1) of section 2 of the Act;

(h) "Electronically enabled kiosk” means the cyber cafe as defined in clause
(na) of sub-section (1) of section 2 of the Act;

(i) “Electronic Service Delivery” means the delivery of public services in the
form of filing receipt of forms and applications, issue or grant of any license,
permit, certificate, sanction or approval and the receipt or payment of
money by electronic means by following the procedure specified under rule
3;

(i) "electronic signature" means the electronic signature as defined in clause
(ta) of sub-section (1) of section 2 of the Act;

(k) "Electronic Signature Certificate” means the electronic signature
certificate as defined in clause (tb) of sub-section (1) of section 2 of the Act;
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() "Repository of Electronically Signed Electronic Records" means a
collection of all electronically signed electronic records, stored and
managed in accordance with these rules;

(m)'service provider' means a service provider as referred to in Expianat:on
to sub-section (1) of section 6A of the Act;

(n) “signing authority " means an authority empoweres ind2r any Act, rules,
regulations or Order of the appropriate Government o issue a certificate.

3. System of Electronic Service Delivery.-

(1) The appropriate Government may on s own or theaugh an agency
authorised by it, deliver public services through sfe.gonmically enabled
kiosks or any other electronic service delivery mechanisi

{2) The appropriate Government or its agencies may sgecit- (2 iorm and the
manner of Electronic Service Delivery.

{3) The appropriate Government may determine the maing of encrypting
sensitive electronic records requiring confidentialty, whie they are
electronically signed.

{(4) The appropriate Government shall notify the service providers and their

agents authorised for Efectronic Service Delivery.

(5) The appropriate Government may allow receipt of payments made by
adopting the Electronic Service Delivery System to be a deemed receipt of
payment effected in compliance with the financial code and treasury code
of such Government.

(6) The appropriate Government may authorise service providers or their
authorised agents to collect, retain and appropriate such service charges as
may be specified by the appropriate Government for the purpose of
providing such services from the person availing such services:

Provided that the apportioned service charges shall be clearly indicated
on the receipt to be given to the person availing the services.

(7) The appropriate Government shall by notification specify the scale of
service charges which may be charged and collected by the service
providers and their authorised agents for various kinds of services.

{8) The appropriate Government may also determine the norms on service
levels to be complied with by the Service Provider and the authorised

agents,
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4. Notification of Electronic Service Delivery.-
(1) The appropriate Government may notify the services that shall be delivered
electronically from time to time.
(2) The appropriate Government may identify and notify, from time to time, the

list or signing authorities in respect of different classes of licenses, permits, '

certificates, sanctions, payment receipt approvals and local limits of their
respective jurisdictions.
(3) The notification shall specify the nature of certficate, the names of the

signing authorities, as approved by the appropriate Government, the period

of effectiveness of the authority and the extent of their jurisdiction.

(4) The appropriate Government may notify changes to the list of signing
authorities from time to time, taking into consideration the terms and
conditions of the services of employees holding positions of signing
authorities.

5. Creation of repository of electronically signed electronic records by
Government Authorities.-

(1) All authorities that issue any license, permit, certificate, sanction or approval
electronically, shall create, archive and maintain a repository  of
electronically signed eiectronic records of such licenses, permits,
certificates, sanctions or approvals, as the case may be, online with due
timestamps of creation of these individual electronic records.

(2) The appropriate Government may specify the manner of creating,
establishing, archiving and maintaining the repository of electronically
signed electronic records referred to in sub-rule (1).

(3) The authorities may electronically sign the electronic records of such
licenses, permits, certificates, sanctions or approvals for each record or as a
whole for a specific duration and shall be responsibie in administering them
online.

(4) The appropriate Government may specify the security procedures in respect
of the electronic data, information, applications, repository of digitally signed
electronic records and information technology assets under their respective
control and that security procedures shall be followed by the Head of the
Department and the signing authorities.

Explanation.- The expression “security procedures” referred to in sub-rule
(4) shall include requirements for the storage and management of
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cryptographic keys, restrictions for downloading the certificates on to
browsers, and of complying with the requirements of certifying authorities.

6. Procedure for making changes in a repository of electronically signed
electronic records.-

(1) The appropriate Government may either suo moto or after receiving an
application from an interested party, make or order to make an appropriate
change in a repository of electronically signed electronic records along with
recording the reasons for making such a change.

(2) Any change effected to any record in a repository of electronically signed
electronic records and any addition or deletion of a record from such
repository shall be electronically signed by the person who is authorised to
make such changes along with the time stamps of original creation and
modification times.

(3) The appropriate Government may determine the manner of electronically
signing the event of deletion of a record from the repository of electronically
signed electronic records.

(4) The appropriate Government: may also determine the manner of
provisioning secure access to the repository of digitally signed efectronic
records.

(9) The appropriate -Government may also determine the requirements for
maintaining audit trails of all changes made to repository of digitally signed
electronic records.

7. Responsibility of service provider and authorised agents for financial
management and accounting.- The appropriate Government may direct every
service provider and authorised agent to keep an updated and accurate account of
the transactions, receipts, vouchers and specify the formats for maintaining
accounts of transactions and receipt of payment in respect of the electronic
services delivered and the said records shall be produced for inspection and audit
before an agency or person nominated by the appropriate Government.

8. Audit of the Information System and Accounts of service provider and

authorised agents.-
(1) The appropriate Government may cause an audit to be conducted of the
affairs of the service providers and authorised agents in the State at such

intervals as deemed necessary by nominating such audit agencies.
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(2) The audit may cover aspects such as the security, confidentiality and the
privacy of information, the functionality and performance of any software
application used in the electronic service delivery and the accuracy of
accounts kept by the service providers and authorised agents. |

(3) The service providers and the authorised agents shall provide such
information and assistance to the audit agencies nominated by the
appropriate authority, to comply with the directions given by the audit
agencies and to rectify the defects and deficiencies pointed out by the audit
agencies within the time limit specified by the audit agency.

(4) All service providers and the authorised agents shall submit a due
declaration for protecting the data of every individual transaction and citizen
and any unauthorised disclosure to anyone without the written consent of
either the individual or the appropriate Government shall be debarred from
providing such a service any further and the provisions of section 45 of the
Act shall be applicable in such cases.

9. Use of special stationery in electronic service delivery.- The appropriate
Government may specify different types of special stationery, with accompanying
security features for forms, applications, licenses, permits, certificates, receipts of
payment and such other documents as part of Electronic Service Delivery.

‘ [F. No. 11(3)/2011-CLFE]
SHANKAR AGGARWAL, Addl. Secy.
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